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ABSTRACT
Protecting sensitive or private information is of the utmost
importance. Information breaches and sharing of sensitive
information can have serious legal, reputation and financial
impacts for individuals and organizations. At the same time,
our technological landscape is getting more and more com-
plex and distributed, being increasingly hard to protect in-
formation. A particular demonstration of this situation can
be found in institutions providing certificates of accomplish-
ment, such as Universities, who have been increasing efforts
to shut down fake certificate generators online, while work-
ing in an environment where validation of credentials is es-
sential, yet, done sporadically and requiring interactions be-
tween several parties. This research explores permissioned
blockchains as technological vehicles for decentralizing ac-
cess control, applied to this specific use case. This research
proposes Blocked, a system that allows decentralized access
control, through a permissioned blockchain, for issuing, shar-
ing and managing educational certificates. An evaluation of
this system demonstrates that it can be considered a suitable
access control system, with improvements over the existing
decentralized solutions for the same problem.
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INTRODUCTION
Our society is built on centralized institutions and systems,
which act as authorities of governance, such as banks and
governments. We share our personal information on a daily
basis, either voluntarily by sharing it with trusted entities,
such as banks and governments, or involuntarily, by making
use of applications, or visiting websites, that collect our per-
sonal information [12]. These institutions that form the webs
of trust have sadly failed short of their responsibilities, on nu-
merous occasions [18, 33].
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This situation has created an environment in which it is be-
coming increasingly difficult for people to validate whether a
piece of information is truthful or a falsehood. As an example
of this, institutions that provide certifications of accomplish-
ment, such as Universities, are also starting to become af-
fected by this epidemic spreading of falsehoods [30]. There’s
an increasing effort to shut down fake certificate websites [53]
such as RealisticDiplomas [42] or DiplomaCompany [14].

Much of the existing Access Control (AC) research has been
found to be somewhat centralized [45, 9, 58], outdated [47],
lacking in implementations [52], lacking in scalability capac-
ities [34] and traceability, rely heavily on complex PKI and
KDC [45, 46], purely focused on IoT [38, 39] or cloud ser-
vices [46, 44]. Recent literature has proposed alternatives for
decentralized access control through blockchain-based solu-
tions but this is still an understudied problem [32, 38].

Institutions providing education to students, apprentices or
trainees, by completion of a specific amount of learning
hours, credits or practical assignments, or all of those com-
bined, provide an achievement certificate. A certificate vali-
dates that someone has reached a level of understanding, mas-
tery or capability that is expected by the end of the course.
At the same time, these certificates are also proof, from a
learner’s perspective, that these activities have been success-
fully completed, either to share with a recruiter, as require-
ments for further education or simply as a certification of
completion. Given this, guaranteeing validity and integrity
of these certificates is important. This context highlights that
preventing certificate forgery is relevant, not purely as a the-
oretical problem but as a practical, recurring issue that hasn’t
been solved. With the rise of MOOCs and online education,
this research problem of issuing, storing and sharing educa-
tional certificates, in a digital format, while maintaining an
ease of use, improving security and privacy, will only become
increasingly relevant.

With this research we aim at answering the following ques-
tion: Can permissioned blockchains be a solution for decen-
tralizing access control, in the context of educational cer-
tificate issuance, sharing and verification? Concretely, this
research makes the following contributions: an exploratory
statistical study of user’s perception of blockchain, in terms
of security and complexity; the design and architecture of a
system for decentralization of access control, with a permis-
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sioned blockchain, for our use case; a proof-of-concept im-
plementation for issuing, sharing and managing Educational
Certificates; and an evaluation on permissioned blockchains
as a solution for decentralizing access control, with emphasis
in our use case.

RELATED WORK

Access Control
Access Control has been a core component in every technol-
ogy evolution and continues to be as relevant today. It has
always played a central role in technology because informa-
tion is a valuable asset that must be protected from prying
eyes. Due to that fact, both governments and corporations
have spent considerable resources on developing AC models
and instantiations, while academia produced a broad spec-
trum of literature on the topic.

Cryptographic Access Control (CAC) differs from the ap-
proaches we have seen until now due to the fact that it relies
on, either independently or together with other approaches,
cryptography to enforce access control and, in particular
cases, doing so while also ensuring the privacy of informa-
tion and access policies. Apart from the usual dimensions of
access control, such as subjects and objects, CAC relies on
cryptography schemes, either associated with subjects, ob-
jects or policies, to enforce control of access to information.
A simple example is the encryption of information. Encrypt-
ing information stops anyone, without an appropriate decryp-
tion key, from having access to the information, while guar-
anteeing that whoever has access to the decryption keys will
be able to fully access the information. Different research has
proposed different schemes and models, for different prob-
lem domains. Recent research has turned to cryptographic
elements to enhance security and privacy of access control
models. With the emergence of ABAC, research has started
to overlap between ABAC and CAC, with researchers finding
new ways to enhance security and privacy, through cryptogra-
phy, while keeping expressiveness and flexibility with ABAC.
These solutions rely on new concepts, such as KP-ABE [19]
and CP-ABE [5], in order to use cryptography for control of
access to information at a fine-grain [54, 45, 55].

With the proliferation of decentralized systems, develop-
ments in the area of access control continue to emerge. [44]
present a new algorithm and model for the access control [44]
in clouds by expanding on the cryptographic research previ-
ously published. [9] propose a system for the same effect
based on the RBAC model [9]. This model intends to de-
scribe a suitable architecture for an access control system for
cloud computing. [58] present their model for access control
in cloud computing, which is related to previous research [9].
Recently, a number of attribute-based access control models
have been developed. [46] present research on access control
in decentralized systems in which the identity of the principal
is unknown [46]. The research presented in [46] extends what
had already been done by [45]. Recent literature has proposed
alternatives for decentralized access control through the usage
of blockchain-based solutions but this is still an understudied

problem, as those solutions are either too specific or too theo-
retical, without having matching implementations. Nonethe-
less, those applications rely on permissionless blockchains
[32], which are less suitable for organizational purposes, or
narrow applications, such as IoT protection [38].

Blockchain
Blockchain technologies emerged as a supporting technology
for the cryptocurrency Bitcoin, although under a different
name [36]. Nakamoto’s contribution was to solve the dou-
ble spending problem without using a trusted central author-
ity. In essence, a blockchain can be perceived as a decen-
tralized transaction ledger, with no central authority and no
single point of failure. This ledger is maintained by a chain
of blocks, that represent the transactions, and the creation of
new blocks is managed through consensus’ protocols. Until
now, the concept of a blockchain doesn’t have a formal defini-
tion but several definitions have been presented through new
research. [8] suggests, appropriately, that one of the most rev-
olutionizing aspects of the Bitcoin experiment is not the de-
centralized cryptocurrency, and the financial implications it
might have, but rather the fact that this new blockchain con-
cept can be "a tool of distributed consensus" [8] and presents
Ethereum as a platform for building decentralized applica-
tions, and not only cryptocurrencies.

Blockchains can be loosely categorized in two types: per-
missioned and permissionless [41, 56]. Permissionless
blockchains are the original category of blockchains in which
access to a blockchain is open to any participant, with no im-
position of restrictions. Permissioned blockchains are a more
recent category of blockchains that have the ability to im-
pose restrictions on the participants of a network and what
operations they are able to perform. A consensus about the
state of the blockchain between participants in the network
is achieved through consensus algorithms. Some known al-
gorithms adopted in blockchains are Proof-of-Work [36] and
Proof-of-Stake [29], with some recent platforms using PoET
[27]. Apart from the cryptocurrency platforms, such as Bit-
coin [36], Ethereum [8] or Ripple [48], there’s an existing
group of projects, as predicted in [8], commonly called Hy-
perledger by The Linux Foundation [51], that provides a col-
lection of open-source blockchain-based resources for organi-
zations and individuals to build applications on top of. From
these projects, two platforms stand out for their maturity: Hy-
perledger Sawtooth [26] and Hyperledger Fabric [25].

While the technology itself keeps evolving and under analysis
[16, 31, 37], we are only now starting to apply this technol-
ogy to practical problems of our society, albeit slowly and
cautiously. Blockchain has been researched on the aspects of
access control [32] and identity management [3, 57], as well
as, securing smart cities [6], decentralized private voting sys-
tems [49], securing credit reporting [28], healthcare [4], IoT
[13, 39, 15, 38] and cloud computing payment systems [59].
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Educational Certificates
MIT’s Media Lab Learning Initiative 1, along with Learn-
ing Machine 2, have conducted research, Digital Certifi-
cates Project 3, in 2015, on this subject. Digital Certificates
Project later spun BlockCerts [2], which expanded the issu-
ing of certificates from educational certificates to more gen-
eral use cases. Although BlockCerts is an effort to standard-
ize the development of decentralized applications for these
purposes, it currently lacks some functionality - some of it
defined in its Roadmap - such as: (i) only works with Bit-
coin and Ethereum, which means there’s a lack of support for
additional permissionless blockchains, permissioned or hy-
brid blockchains; (ii) revocation is highly dependent on the
issuer; (iii) there’s a lack of access control capabilities for
the recipient of the certificate; (iv) uses the same approach
as cryptocurrencies - the wallet concept - to manage the issu-
ing and sharing of the certificates. As with any new technol-
ogy, there’s a lot of innovation space. BlockCerts has a grow-
ing, strong open-source community and an ecosystem that en-
ables some of the existing gaps to be closed. Other research
has been developed on this topic with BSCW [20]. BSCW is
based on the Ethereum blockchain and also allows for the is-
suance and management of education certificates, in complex
scenarios. BSCW is based on a permissionless blockchain,
Ethereum, and relies on the Mozilla Open Badges specifica-
tion, similar to BlockCerts. BSCW supports the specification
of smart contracts. Although the research is mature, with a
platform implemented that allows for all operations to be per-
formed, with a GUI, and identity management, there are a few
limitations: (i) revocation in BSCW disables the possibility of
viewing a certificate; (ii) it still relies on using JSON or PDF
files to share the certificates; (iii) the system can only verify
certificates that are inserted as files in the platform. Both this
systems require monetary costs to perform each transaction,
due to the fact that they interact with Bitcoin and Ethereum.

METHODOLOGY
We have aimed, while conducting this research, to follow
what has been proposed in [40] while, at the same time, keep-
ing in mind the practical guidelines laid out in [22]. Both pa-
pers are widely cited contributions to the body of knowledge,
with case studies that exemplify applicability to conducting
DSR. They have matured through years of refinement and
have been wildly used by the IS research community, mak-
ing them a suitable choice for a methodology to follow. To
exemplify the usage breadth of these approaches, we can ver-
ify that they have been used or suggested, and cited, in IS
research on supply chain on the internet of things [17], qual-
ity of business processes [21], modeling of resources and re-
source management [50] and service systems engineering [7].
The chosen methodology for this research is Design Science
Research Methodology.

ASSESSING USER’S PERCEPTIONS OF BLOCKCHAIN
We present the results of research conducted through an on-
line questionnaire focused on the problem of assessing a
1https://learn.media.mit.edu/
2https://www.learningmachine.com/
3https://certificates.media.mit.edu/

user’s perceptions of blockchain-based technologies. The aim
of this study is to start filling in that gap by studying how users
perceive blockchain-based technology, regarding its security
and complexity.

Design
An initial set of business actors was established: Student, Ed-
ucational Institution and Recruiter. The Student is the re-
quester of the certificate. It is the individual that is the right-
ful owner of the certificate and should determine who has
access to it. The Educational Institution generates new cer-
tificates. Finally, the Recruiter serves the purpose of being
an individual, with which a certificate might be shared. Re-
spondents were presented with 3 interactions between these
actors, as BPMN [1] models. The three scenarios described:
(i) a typical scenario of issuing, sharing and validating an ed-
ucational certificate, (ii) a typical scenario, using an undis-
closed storage mechanism and (iii) a typical scenario, using a
blockchain, with added access control functionality.

The questionnaire was designed to target professionals in
multiple industries with different backgrounds and knowl-
edge levels. It had 28 questions, of which 21 were manda-
tory questions and 7 were optional. All three scenarios had
exactly the same 7 questions. Out of the 7 questions, in Exer-
cise 1 and in Exercise 2, 5 were based on Likert scales from
0 to 4, where 0 was the lowest possible value and 4 was the
highest possible value. 1 question was an open-ended ques-
tion - and 1 was a checkbox question. There was no time
limit nor were the respondents’ participation offered any in-
centives. Participation was completely voluntary.

Two versions were made out of the same questionnaire. The
first version had the following sequence: Typical scenario →
Storage Mechanism scenario → Blockchain scenario. The
second version had the following sequence: Storage Mecha-
nism scenario → Typical scenario → Blockchain scenario.
The questionnaire was made available online and, upon click-
ing on it, respondents were redirected to one of the versions
without knowing which version and without knowing that
several versions existed. The questionnaire was open for sub-
mission from May 9, 2018, until May 20, 2018. Overall, we
were able to reach 82 views, of which 46 answered the ques-
tionnaire completely.

Results
We have analyzed both versions of the questionnaire sepa-
rately, Version 1 and Version 2, and performed a combined
analysis, with both versions’ data sets. This helps when dis-
cussing what it is possible to conclude from the results by
taking into account possible learning effects’ bias, as well as
define the limitations that can be overcome in future work. As
described previously, 46 respondents answered the question-
naire, with 24 respondents answering Version 1 (52%) and 22
respondents answering Version 2 (48%).

Regarding our background results, we can conclude that our
sample tends towards Software Development, followed by
professionals from Academia. In Version 1, respondents re-
portrespondents reported a below-average knowledge of the
presented concepts, with a lower standard deviation, while
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Version 2 respondents reported a higher than average knowl-
edge of the presented concepts, with a less concentrated set
of answers. There was a balance between respondents with
backgrounds related to Information Security.

What is the perceived level of security in blockchain-
based solutions, compared to other solutions? An over-
whelming majority of the respondents answered that they
perceived the scenario using blockchain to be the most se-
cure - when forced to choose. This suggests that there’s a
tendency to believe that blockchain-based solutions are per-
ceived as being more secure than other solutions. We can
understand, by studying the coefficients of variation that re-
spondents’ answers became more concentrated when it comes
to blockchain-based solutions (Scenario 3), while being more
dispersed in Storage Mechanism (Scenario 2) and even more
in the typical process (Scenario 1). This further reinforces
the appearing tendency. Nonetheless, results of Version 2, on
its own, don’t follow this tendency perfectly. It is interesting
that, contrary to what had happened when asked about the
security of the entire process, when looking at each interac-
tion, in each scenario, in Version 1, we cannot see a major
difference between the results of Scenario 2 and Scenario 3.
Nonetheless, we still see the same patterns as in the previ-
ous results, in Version 2 and when considering the data sets
combined. Finally, respondents also perceived that sharing
the certificate, under a blockchain-based solution, had fewer
interactions with the possibility of allowing unauthorized ac-
cess to data, than with the typical purpose. The same is true
for blockchain-based solutions over the Storage Mechanism.

What is the perceived complexity introduced by
blockchain-based solutions? The results show that there’s
an increase in the perceived complexity of blockchain-based
solutions. In this case, contrary to what happened with
the previous design question, we do not see a pronounced
learning bias as, regardless of the order of the questions, the
tendency remained the same - and the compound analysis
reflected that situation. It is also interesting that, when
asked about the concept of complexity, the dispersion of
data increases, especially when compared to the concept of
security.

BLOCKED
Blocked has been designed to be a decentralized system for
issuing, sharing and managing digital education certificates
thus decentralizing control of access to the information. The
system relies on a network of nodes, which maintains the
information coherent in every node through consensus algo-
rithms. Blocked relies on the nodes communicating between
each other through peer-to-peer mechanisms.

Stakeholders
Blocked is designed to be used by the following stakehold-
ers: students, institutions and a third entity which we estab-
lish as being verifiers. According to the essence of our study,
where we present the same high-level stakeholders, with a
verifier being the Recruiter.

Technological Architecture
In Blocked, each stakeholder is expected to be a node in the
network, apart from the verifier, for a given period of time.
There are two reasons for this: (i) each node maintains its
own copy of the global state of the network, which means, at
least, two nodes must exist at any given time; and (ii) in order
to manage certificates, one must be connected to the network.
At the same time, each peer is both a producer - issuing new
transactions - and a validator - because it is a component of
the validation network. The network is composed of a collec-
tion of nodes. The nodes interact with each other through a
peer-to-peer network and maintain the global state by using a
consensus algorithm - namely, PoET [27]. There are two lev-
els to our network. Each node is necessarily a peer in the net-
work but, due to permissioning capabilities of the blockchain,
not necessarily a validator node in the network. One might be
able to connect to the network as a node, and read informa-
tion from it, and not be able to validate new blocks because
it is not a participant on the validation network. The network
allows for information to be shared between all nodes and, at
the same time, for nodes to validate on new blocks univer-
sally.

We define the state as the information stored in a particular
address of the blockchain. The global state of the system is
the collection of all addresses currently maintained, with in-
formation, in the blockchain. The global state in Blocked is
represented through a Radix Merkle tree. It can be modified
by the validator nodes and each node maintains its own copy
of the global state. Validator nodes are responsible for ensur-
ing that the global state is the same for all participants in the
network. In Blocked, a state entry - an address - consists of
the properties id, certificate, owners and permissions.
A state entry is stored at a particular address. An address
uniquely identifies where information is stored in the global
state - i.e. in the Radix Merkle tree. Addressing is done
through a process that is deterministic and must respect the
following rules: (i) An address consists of an hex-encoded
string of 70 characters; (ii) An address must always start
with "49cb48".; and (iii) remaining 64 characters of an ad-
dress must be the first 64 characters of an SHA-512 hash of
the certificate property id.

Transactions allow nodes to modify the global state of the
system. These are submitted to the validator nodes and pro-
cessed. If valid, the state is modified. If invalid, the new
blocks will be rejected. Transactions are created by the
clients in each node. In Blocked, transactions are wrapped
in batches, with each batch assumed to have one and only one
transaction. Transactions in Blocked allow clients to issue,
share and revoke educational certificates.

Controlling access to the information, in Blocked can be
achieved in two separate layers. Due to the permissioning
nature of the system, we can configure which validator nodes
are allowed to modify state in the network. At the same time,
there’s an access control mechanism above the network layer
that is used to guarantee that, even though each node has its
own copy of the information, data cannot be correctly read
without the relevant permissions. On validator nodes, we can
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define two separate levels of controlling modification to state:
transactor-level and validator-level. At the transactor-level, it
is possible to control what public keys are allowed to submit
batches and transactions. The latter level of permissioning, at
the validator-level, allows the configuration of public keys as
the only keys that are able to participate in the validation net-
work. Initially, when a certificate is submitted for issuance,
the certificate information is encrypted with an AES symmet-
ric key. A new key is generated each time a certificate is sub-
mitted and consists of 32 random bytes. Permissions to read
the information, stored in the blockchain, are created through
encrypting the symmetric key with an asymmetric public key,
corresponding to the subject that shall be allowed access. A
list of permissions of this type is kept in the blockchain to-
gether with the encrypted information.

Functional Architecture
For a user to use Blocked, it needs to have an identity. Identi-
ties are defined in two ways, both with asymmetric cryptogra-
phy: a DSA-based identity and an RSA-based identity. DSA
[10] is used for signing the batches and transactions while
RSA [43] is used for encryption of the symmetric key. While
RSA [43] can be used for both encryption and decryption,
DSA-based signatures are supported by most blockchain plat-
forms (such as Bitcoin and Ethereum) for signing batches and
transactions, which makes it easier for system implementa-
tion. In order to run a network, one of the nodes, and only
one should generate a genesis block for the blockchain. This
means that, in broad terms, one of the nodes would have to
be responsible for starting the actual network. From that mo-
ment on, after other nodes connect, that node will have the
same relevance as the remaining nodes.

In Blocked, any user with permission is able to generate a
new certificate. For the sake of simplicity, let us call that user
an issuer. The following steps should be executed: (i) share
public keys between issuer and recipient; (ii) generate ans
submit transaction; (iii) validate transaction was committed;
and (iv) communicate the result to the recipient.

Revoking a certificate can be accomplished by both the is-
suer or recipient of a certificate. Both have control to revoke
a given certificate. The following steps should be accom-
plished: (i) submit a transaction with certificate identifier;
and (ii) validate transaction was committed and certificate re-
voked.

One of the main purposes of Blocked is to enable the con-
trol of access to the certificates stored in the network. Only
the recipient of the certificate has the ability to control the
access to certificates and change it. For granting access, the
following steps should be executed: (i) share public keys be-
tween the recipient and third-party; (ii) submit a transaction
with encrypted symmetric key and RSA public key shared by
the third-party; and (iii) validate transaction was committed
and communicate. For revoking access, the following steps
should be executed: (i) submit a transaction for access revo-
cation; (ii) validate transaction was committed.

Contrary to what has been presented thus far, viewing a cer-
tificate does not require the submission of a new transaction

to the network. It is not enough to just look at the current
state either because the information is encrypted. For a user
to view information pertaining to a given certificate, it should
identify which address in the network stores the data for that
certificate (through the certificate’s identifier). It should then
proceed to decrypt the existing permissions’ list until it can
decrypt one of those permissions and obtain the symmetric
key. With the symmetric key decrypted, the user should de-
crypt the certificate’s information and will be able to view the
certificate.

Selected Technologies
The basis of the implementation is Hyperledger Sawtooth.
Hyperledger Sawtooth is an open-source effort from The
Linux Foundation [51], that introduces a modular platform
for implementation of applications on top of permissioned
distributed ledgers. We use it as the backbone of our im-
plementation. Blocked has been developed with the Python
4 programming language. Specifically, the implementation
only supports Python 3. Python is a dynamically typed,
general-purpose programming language widely popular in
software development. It has an established and mature com-
munity, with a lot of resources available. Furthermore, Hy-
perledger Sawtooth provides 3 mature SDK - Python, Go 5

and JavaScript 6. From those 3, only Python and Go had a
mature Transaction Processor API. With that in mind, Python
gives us more flexibility during development, being inter-
preted rather than compiled, while also providing us with a
mature standard library, given it has almost 20 more years
of development when compared with Go. Docker is a plat-
form for container execution used for setting up all the com-
ponents that are needed to run the system can be complex. We
used Docker in order to run containers of the Hyperledger
Sawtooth infrastructure, in which we could execute our im-
plementation against. This also eases setting up because it
doesn’t modify any part of the user’s system.

Developed Components
We briefly describe the key components of our implementa-
tion. All code can be found on GitHub7. The several pieces
of this implementation, together, fully implement what we
propose with the Blocked system, described previously. Our
implementation consists of two main Python packages: pro-
cessor and blocked. Both are Python packages, with several
modules inside. Apart from that, a collection of executable
scripts are provided, with which one could use the packages
thus interacting with the blockchain. The Transaction Pro-
cessor is the component executed together with the validation
nodes.

Transaction Processor. As previously explained, the Trans-
action Processor component connects to the validator running
on the user’s machine or running somewhere else. The com-
ponent has two modules: main and handler. main acts as

4https://www.python.org/
5https://golang.org/
6https://nodejs.org/en/
7https://github.com/caramelomartins/blocked
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an interface to start and stop the actual Transaction Proces-
sor, whose business logic is written in handler. When run-
ning, Transaction Processor will start by verifying an oper-
ation has been submitted, followed by determining the cer-
tificate address and fetching the existing certificate from the
blockchain. It will then process the transaction according to
what operation has been requested and modify state accord-
ingly.

Certificate Issuer. The Certificate Issuer component is re-
sponsible for submitting a new transaction to the validator
networks. This component can be found in cert_issuer
and can be executed by running the Python script in
bin/cert-issuer. To perform its responsibilities, the script
receives the following parameters: Recipient, Secret, Recipi-
ent’s RSA and Issuer’s RSA.

Certificate Revoker. The Certificate Revoker component is
responsible for executing the revocation protocol. This com-
ponent is implemented in module cert_revoker and can be
executed by running the script bin/cert-revoker. It can
be executed by passing the following parameters, referenc-
ing the actor who is executing it: Certificate, Secret DSA and
Secret RSA.

Certificate Access Manager. The Certificate Access Man-
ager component is responsible for performing the activi-
ties of granting and revoking access to a certificate by a
particular subject. It can be executed by any user but
the transactions will solely be approved if signed by the
certificate’s recipient. This component can be found in
access-manager and can be executed by running the Python
script in bin/access-manager. To perform its responsibili-
ties, the script receives the following parameters: Certificate,
Subject’s DSA, Subject’s RSA, Secret DSA, Secret RSA and
Remove.

Certificate Viewer. The Certificate Viewer component is re-
sponsible solely for displaying certificate information to the
user, depending on the correct decryption of the data. This
component can be found in cert_viewer and can be exe-
cuted by running the Python script in bin/cert-viewer. To
perform its responsibilities, the script receives the following
parameters: Certificate, Secret DSA and Secret RSA.

Other Utilities. Apart from the core components, described
above, we’ve implemented other utilities that are necessary
in order for the system to be functional. The package
addressing, with its module addresser, is shared through-
out the other components and contains information about the
transaction details, such as: (i) family name to use with Hy-
perledger Sawtooth, (ii) family version that is currently being
used and (iii) prefix of the addressing scheme. It also con-
tains a shared method for address generation, which is used
across components to determine the address for a given cer-
tificate. Furthermore, in the module utils, we can find aux-
iliary methods for a variety of operations.

EVALUATION

Discussion
Blocked differs slightly with what has been proposed in
BSCW, with BSCW focusing on archiving hashes of the cer-
tificate in a tamper-proof fashion, rather than on the sharing
of those certificates, which is less clear and relies on the shar-
ing of folders, with PDF documents, that can later be verified.
It also differs from what is proposed with BlockCerts, which
relies on storing a hash of the certificate on the blockchain,
rather than the certificate itself. In the end, both solutions end
up having to share documents with third-parties for verifica-
tion, due to the fact that only a few properties are stored in
the blockchain, contrary to Blocked, potentially compromis-
ing the control of access to that information.

Another aspect of both BlockCerts and BSCW that differs
from Blocked is the supported blockchain category. Both
systems rely on permissionless blockchains - Bitcoin for
BlockCerts and BSCW. Blocked relies on a permissioned
blockchain - Hyperledger Sawtooth, which is a crucial dif-
ference from those projects. Permissioned blockchains are
more suitable for organizational environments, such as our
use case.

In terms of revocation capabilities, Blocked offers enhanced
features, when compared with BlockCerts and BSCW, by al-
lowing for revocation to be initiated by both the issuer or the
recipient and still displaying the certificate information, even
when revoked. BlockCerts only supports issuer-based revo-
cation while BSCW supports revocation but can’t display or
use revoked certificates after revocation.

In terms of access control, Blocked achieves decentralized
access control through cryptographic and ACLs. Compared
to [32], our system is very unsophisticated because it does not
support ABAC or any of its standards. This is potentially hin-
dering in future iterations of the concept. At the same time,
BlockCerts does not provide any access control functionality,
while BSCW supports a degree of access control, through its
document management system and smart contracts, though it
is unclear which mechanisms it uses - most of its information
is publicly readable on the blockchain and read-only.

One aspect in which Blocked is weaker than its counterparts
is in the structure of the information. Although other sys-
tems don’t store much information on the blockchain, both
handle certificates through the Mozilla Open Badges specifi-
cation [35].

While Blocked is still at a very early stage in its development,
especially when compared to BlockCerts and BSCW, which
are more mature, it demonstrates a potential for a different
solution for decentralizing access control, on the case of issu-
ing, sharing and managing educational certificates. This ex-
ploration demonstrates that permissionless blockchains, with
embedded access control mechanisms, have the potential to
provide a solution that will enable users to complete their
activities, with fewer monetary costs, enhanced privacy and
security.
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Study Takeaways
Our results allow us to infer that blockchain knowledge, at
large, is still at a primitive stage, particularly due to the fact
that most of our sample consisted of subjects integrated with
technological industries or roles. There’s an educational as-
pect, of users, that seems to be creating a knowledge gap
between those that work with blockchain-based technologies
and those that will potentially use it. From the standpoint of
application developers, this knowledge gap might represent
increased overhead with user support and difficulty market-
ing application’s core functionality, apart from the fact that
they are based on blockchain-based technologies.

In terms of security, we have presented results that allow us
to infer that users perceive applications based on blockchains
as more secure, when compared with other alternatives, such
as databases. The fact that users perceive blockchain-based
technologies in this manner allows us to argue that they would
adopt applications and systems built for security or enhancing
existing security systems, with blockchain.

With any technology, there’s always a possibility that it will
be perceived as complex, at an initial stage. We have seen,
from the responses to our questionnaire, that users perceive
blockchain to be a complex technology. This relates, possi-
bly, to the education argument we have laid out in a previous
paragraph. If users have less knowledge of the technology,
that will increase the potential of them perceiving it as more
complex. Nonetheless, this result represents a statement: that
applications built on top of blockchains should focus their ef-
forts on explaining and marketing the application and not the
underlying technology.

The results have indicated a tendency for users to perceive
blockchain technology as more secure but, alas, more com-
plex too - at least in this particular domain. This research
is a starting point to better understand how humans perceive
blockchain technology.

Access Control Evaluation
In this section, we evaluate our system through the metrics
proposed in [24] which is a continuation of what has been
presented in [23]. Leveraging these metrics allows us to have
an understanding of what the access control system is capable
of executing, against some known organizational metrics. As
established in [24], "the quality metric should be evaluated
based on the specific needs for the AC policy" [24, 25]. In our
context, what this means is that rather than evaluating every
single metric, with several of them being clearly inadequate,
we should evaluate the subset of policies that seem adequate
to our use case.

Administration Properties. Blocked audits the granting of
access through the processing that happens inside the Trans-
action Processor. If the transactions submitted are approved,
these are then stored in the blockchain. If, in turn, the transac-
tions are rejected, the nodes will have a log that a given trans-
action has been rejected, along with the reason. In terms of
permissions’ querying, users can query permissions only by
iterating the blockchain. The system does not provide a way
of querying permissions, neither from a terminal or GUI. As-

signing or removing a privilege is possible by executing the
respective Python script. The system does not support the
specification of AC rules nor can’t it handle any rule speci-
fication logic - such as AND and OR. Blocked does not offer
policy expiration assignment, by which a subject would cease
to have permissions to a given object by the expiration of the
policy. It does allow for target assignments, given that the
default policy is directly assigned to a given target. Blocked
allows for runtime policy changes, in the sense that it allows
a permission to be revoked during runtime. Access control
is enforced via a combination of application logic, consensus
protocols and cryptography. The system supports an array
of hosts, theoretically with a high dimension of availability,
each running its own Transaction Processor, that will connect
via the network. Each node will have a copy of the entire
blockchain. The system covers application data that is stored
inside a blockchain. In a way, the system protects structured
or unstructured information that is stored, encrypted, on a
blockchain.

Enforcement Properties. In Blocked, it is theoretically pos-
sible to bypass the system by changing the code of the Trans-
action Processor and running a changed version on the net-
work. Nonetheless, it would still have to bypass the consen-
sus of the network because it would need to issue new policies
- there’s no way of bypassing the existing policies. This is dif-
ficult because several Transaction Processors running differ-
ent versions of the code would result in rejected transactions.
Every subject is considered as having no access unless it can
decrypt one of the permissions, which means they have been
granted access to that certificate. Granting access to a cer-
tificate grants access to only that certificate and no other on
the system. There’s a universal constraint on the system that
enforces that only subjects that have the secret keys, corre-
sponding to the public keys, that were granted access to can
access the information. At the same time, in the blockchain,
no information is stored in plain-text which prevents the leak-
age of information through inspecting the blockchain. The
system granularity is statically configured to the certificate
object, it doesn’t support any other granularity. There’s no
support for existing access control standards.

Performance Properties. We have not evaluated response
times, policy retrieval and deposit, experimentally. Poli-
cies are distributed through a peer-to-peer communication be-
tween the nodes. After each node has validated the transac-
tion, and the transaction is deemed valid, the data is updated
accordingly in its copy of the blockchain. Lastly, authenti-
cation is performed on the basis of public key cryptography,
through the use of public keys as identities, without integra-
tion any other authentication systems.

Support Properties. The system supports only Ubuntu 18.04
LTS. Usage is performed through command-line interfaces,
for each of the existing scripts. Hyperledger Sawtooth also
provides us with a REST API that can be used to query the
underlying blockchain. Nonetheless, there’s no GUI or API
to perform policy management.
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Research Limitations
It is important to note that our study was conducted with a
small sample, less than 50 respondents. This situation can
give rise to erroneous results due to a biased sampling. At the
same time, the fact that the subjects we are studying eschew
heavily towards a more technically-driven professional area is
also a reason for concern because it doesn’t allow for analyz-
ing conclusive tendencies without future studies. We would
also like to leave a note regarding the possibility of a learning
bias. Although we have shuffled our scenarios, we have only
done that with 2 out of the 3 scenarios. In the questionnaires
that were presented, the Blockchain scenario always appeared
as the last scenario to be analyzed. Finally, the platform used
for the questionnaire had two limitations: (i) a back button,
which allowed respondents to rewrite their answers; (ii) the
impossibility to present the images of the interactions along
with the questions - which might increase the confusion in
respondents, by having to memorize the images.

The technological architecture is highly coupled with the ex-
isting implementation, based on Hyperledger Sawtooth. This
presents a limitation because it might prevent the implemen-
tation of the system under different platforms, losing flexi-
bility. The underlying consensus algorithm - PoET - needs
deeper evaluation and can be a limitation for the entire sys-
tem. PoET is a fairly recent consensus protocol, which has
been in development by Intel since 2015 and is currently only
used on a reduced amount of projects. An early evaluation
of the algorithm has found some vulnerabilities that can be
mitigated [11] but further studies need to be conducted. In
the system’s state, a property named owners has the public
identities of both the issuer and recipient of a certificate. This
property allows anyone, looking at the information directly
on the blockchain, to know who is the issuer and recipient,
albeit not knowing which is which.

At this moment, the implementation is limited in terms of
usability by: (i) not providing a complete package that a
user can execute in one step; (ii) forcing users to rely on
command-line interfaces; and (iii) having a cumbersome de-
pendency on key management, without providing auxiliary
tooling.

CONCLUSIONS
We explored whether usage of permissioned blockchain
would provide a solution for decentralization of access con-
trol, in the context of issuing, sharing and managing digital
Educational Certificates. This problem emerges from the in-
tersection of an increasingly distributed technological land-
scape, an increase in the amount of digital information pro-
duced, the increase in the adoption of MOOC-based learn-
ing and the lack of tools for practical issuance and verifi-
cation of those learning certificates. Previous research had
provided options that are either somewhat centralized, re-
quired complex PKI to use, lack integration with permis-
sioned blockchains or are missing access control functional-
ity, that allows users to control who accesses what informa-
tion. We have sought, with this research, to explore whether
building a system on top of a permissioned blockchain would
allow us to provide those guarantees of decentralization.

This research produced an artifact in order to resolve that
issue. Our main contribution is the Blocked system de-
sign, architecture and implementation, along with a proof-of-
concept. This contribution, along with its evaluation, demon-
strates that there’s a real potential in using permissioned
blockchains for decentralizing access control, in the context
o issuing, sharing and managing Educational Certificates. A
minor contribution, that was intrinsically connected with our
major contribution, was the statistical study performed, in
order to assess users’ perceptions of blockchain-based tech-
nologies, in terms of security and complexity. The results
have indicated a tendency for users to perceive blockchain
technology as more secure but, alas, more complex too. We
have evaluated the potential of these findings, in developing
future applications relying on blockchains.

The contributions described in this research can be extended,
or adapted, in different directions through future research.
We have explored some of the limitations of this research
and those limitations are a guide to some of the directions
in which this research could be extended. All of these exten-
sions should, nonetheless, be focused on improving the ap-
plicability of these contributions to real-world scenarios and
applications, rather than simulations.
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